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CITY AND COUNTY OF SAN FRANCISCO OFFICE OF THE CITY ATFTORNEY

DENNIS J. HERRERA JANA CLARK
City Attorney Deputy City Attorney
Direct Dial: {415} 554-3968
Ernail: jona.clark@sfgov.org
MEMORANDUM
PRIVILEGED AND CONFIDENTIAL
TO: Sunshine Ordinance Task Force
FROM:  Jana Clark
Deputy City Attorney
DATE:  August 19, 2010
RE: Jason Grant Garza v. Department of Public Health (10038}
COMPLAINT

THE COMPLAINANT ALLEGES THE FOLLOWING:

Complainant Jason Grant Garza ("Complainant") alleges that the Department of Public
Health ("DPH") has failed to respond to an Immediate Disclosure Request ("IDR") directed to
the Tom Waddell Health Center for documents regarding his June 11, 2010 urgent medical care
request. '

COMPLAINANT FILES COMPLAINT:

July 9, 2010, Mr. Garza filed a complaint against DPH alleging that DPH failed to
respond to his IDR. ‘

JURISDICTION:
DPH is a department subject to the jurisdiction of the Task Force.

APPLICABLE STATUTORY SECTION(S):

Sunshine Ordinance § 67.24 (i)
California Government Code § 6254
45 C.F.R. §164.524 and § 164.508

APPLICABLE CASE LAW:
None.

ISSUES TO BE DETERMINED:
FACTUAL ISSUES:
A. Uncontested Facts: Complainant alleges that DPH has failed to produce all

documents pertaining to his June 11, 2010 atterapt to get urgent medical care at the Tom
Waddell Clinic ("the incident").

Fox PLAZA - 1390 MARKET STREET, 6™ FLOOR + SAN FRANCISCO, CALIFORNIA 94102-5408
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MEMORANDUM -
PRIVILEGED & CONFIDENTIAL

TO: Sunshine Ordinance Task Force
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RE: Jason Grant Garza v. Department of Public Health (10038)

B. Contested facts/ Facts in dispute: DPH responds that an Authorization to
Disclose Health Information is required to be completed by Complainant before any medical
records may be released and notes that an authorization form was provided to Complainant.

DPH alleges further that the documents requested are medical records not subject to the Sunshine
Ordinance. DPH does not cite the specific law upon which it relies in requiring an authorization.

QUESTIONS THAT MIGHT ASSIST IN DETERMINING FACTS:
¢ Are all the documents requested medical records?
¢ Does DPH have non-medical records pertaining to the incident?
o Can DPH segregate medical and non-medical records pertaining to the incident?

LEGAL ISSUES/LEGAL DETERMINATIONS:
s Are medical records exempted from disclosure by the Ordinance?
e Does state or federal law require an Authorization to Disclose Health Information
before DPH may release records pertaining to the incident?
o Does the Sunshine Ordinance preempt any state or federal law that requires
Authorization to Disclose Health Information before DPH may release records?

e Was the Ordinance violated by requiring an authorization?

SUGGESTED ANALYSIS:

DPH argues that medical records are not required to be disclosed under the Ordinance
and that it cannot release the records requested until the Complainant provides an Authorization
to Disclose Health Information. DPH has not identified the laws involved, but the assumption is
here made that the laws in question are Sunshine Ordinance section 67.24(1), California Public
Records Act ("CPRA") section 6254 and the Privacy Rule of the Health Insurance Portability
and Accountability Act ("Privacy Rule™), 45 C.F.R. sections 164.500, et seq.

The Ordinance requires that any withholding of records must be based on an express
provision of the Ordinance or an express and specific exemption provided in the California
Public Records Act that is not forbidden by the Ordinance. Sunshine Ordinance §67.24(i).

CPRA section 6254 expressly exempts medical records from disclosure, when their
disclosure would constitute an unwarranted invasion of privacy. The Ordinance does not contain
an express provision regarding disclosure of medical records. Cal.Gov. Code §6254(c).
Therefore, in the light of the express exemption in the CPRA and the absence of language in the
Ordinance forbidding that express exemption, DPH may rely on CPRA section 6254 in
exempting medical records from disclosure under the Ordinance.

The Privacy Rule provides a floor of privacy protections for a person's "individually
identifiable health information." Health information fits this category if it "identifies the
individual" or there is a "reasonable basis to believe the information can be used to identify the
individual." 45 CFR § 160.103. The Privacy Rule preempts state or local laws that are in conflict
with it. 45 CFR §§ 160.201-160.205. Violations of the Privacy Rule may result in the imposition
of civil money penalties. 45 CFR §§ 160.401-160.424,
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The Privacy Rule requires that individuals be allowed access to inspect and obtain copies
of their protected health information or medical records. 45 CFR § 164.524(a). It permits health
care providers to require that requests be in writing. 45 CFR § 164.524 (b). The Privacy Rule
requires that medical records not be disclosed without authorization and sets out the particular
requirements for acceptable authorizations. 45 CFR §164.508(c). Finally, the Privacy Rule
appears to contemplate the use of an authorization when the records are requested by the subject
of the records. (see 45 CFR § 164.508(c)(iv) [A description of each purpose of the requested use
or disclosure. The statement "at the request of the individual" is a sufficient description of the
purpose when an individual initiates the authorization and does not, or elects not to, provide a
statement of the purpose.}) -

Based on the above, it appears that DPH may require that the subject of the medical
records requested complete a written authorization. B '

CONCLUSION
THE TASK FORCE FINDS THE FOLLOWING FACTS TO BE TRUE:

THE TASK FORCE FINDS THE ALLEGED VIOLATIONS TO BE TRUE OR NOT TRUE.

Sunshine Ordinance §67.24(i)

Neither the City, nor any office, employee, or agent thereof, may assert an exemption for
withholding for any document or information based on a finding or showing that the public
interest in withholding the information outweighs the public interest in disclosure. All
withholdings of documents or information must be based on an express provision of this
ordinance providing for withholding of the specific type of information in question or on an
express and specific exemption provided by California Public Records Act that is not
forbidden by this ordinance. (emphasis added)

Cal Gov Code § 6254: Records exempt from disclosure requirements
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MEMORANDUM
PRIVILEGED & CONFIDENTIAL
TO: Sunshine Ordinance Task Force
DATE:  August 19,2010
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RE: Jason Grant Garza v. Department of Public Health (10038)

Except as provided in Sections 6254.7 and 6254.13, nothing in this chapter shall be
construed to require disclosure of records that are any of the following:

~ (¢) Personnel, medical, or similar files, the disclosure of which would constitute an unwarranted
invasion of personal privacy.

45 C.F.R. § 164.524
§ 164.524 Access of individuals to protected health information.

(a) Standard: Access to protected health information. (1) Right of access. Except as
otherwise provided in paragraph (a)(2) or (a)(3) of this section, an individual has a right of
access to inspect and obtain a copy of protected health information about the individual in a
designated record set, for as long as the protected health information is maintained in the
designated record set, except for:

(i) Psychotherapy notes;

(ii) Information compiled in reasonable anticipation of, or for use in, a civil, criminal, or
administrative action or proceeding; and

(iif) Protected health information maintained by a covered entity that is:

(A) Subject to the Clinical Laboratory Improvements Amendments of 1988, 42 U.S.C.
634, to the extent the provision of access to the individual would be prohibited by law; or

(B) Exempt from the Clinical Laboratory Improvements Amendments of 1988, pursuant
to 42 CFR 493.3(a)}(2).

(2) Unreviewable grounds for denial. A covered entity may deny an individual access
without providing the individual an opportunity for review, in the following circumstances.

@ The protected health information is excepted from the right of access by paragraph
(a)(1) of this section.

(ii) A covered entity that is a correctional institution or a covered health care provider
acting under the direction of the correctional institution may deny, in whole or in part, an
inmate's request to obtain a copy of protected health information, if obtaining such copy would
jeopardize the health, safety, security, custody, or rehabilitation of the individual or of other
inmates, or the safety of any officer, employee, or other person at the correctional institution or
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MEMORANDUM
PRIVILEGED & CONFIDENTIAL
TO: Sunshine Ordinance Task Force
DATE:  August 19,2010
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RE: Jason Grant Garza v. Department of Public Health (10038)

responsible for the transporting of the inmate.

(iii) An individual's access to protected health information created or obtained by a
covered health care provider in the course of research that includes treatment may be temporarily
suspended for as long as the research is in progress, provided that the individual has agreed to the
denial of access when consenting to participate in the research that includes treatment, and the
covered health care provider has informed the individual that the right of access will be
reinstated upon completion of the research.

(iv) An individual's access to protected health information that is contained in records
that are subject to the Privacy Act, 5 U.S.C. 552a, may be denied, if the denial of access under
the Privacy Act would meet the requirements of that law.

(v) An individual's access may be denied if the protected health information was obtained:
from someone other than a health care provider under a promise of confidentiality and the access
requested would be reasonably likely to reveal the source of the information.

(3) Reviewable grounds for denial. A covered entity may deny an individual access,
provided that the individual is given a right to have such denials reviewed, as required by
paragraph (a)(4) of this section, in the following circumstances:

(i) A licensed health care professional has determined, in the exercise of professional
judgment, that the access requested is reasonably likely to endanger the life or physical safety of
the individual or another person;

(ii) The protected health information makes reference to another person (unless such
other person is a health care provider) and a licensed health care professional has determined, in
the exercise of professional judgment, that the access requested is reasonably likely to cause
substantial harm to such other person; or

i

(iif) The request for access is made by the individual's personal representative and a
licensed health care professional has determined, in the exercise of professional judgment, that
the provision of access to such personal representative is reasonably likely to cause substantial
harm to the individual or another person.

(4) Review of a denial of access. If access is denied on a ground permitted under
paragraph {a)(3) of this section, the individual has the right to have the denial reviewed by a
licensed health care professional who is designated by the covered entity to act as a reviewing
official and who did not participate in the original decision to deny. The covered entity must
provide or deny access in accordance with the determination of the reviewing official under
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MEMORANDUM
PRIVILEGED & CONFIDENTIAL

TO: Sunshine Ordinance Task Force

DATE:  August 19, 2010
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RE: Jason Grant Garza v. Department of Public Hedlth (10038)

paragraph (d)(4) of this section.

(b} Implementation specifications: requests for access and timely action. (1) Individual's
request for access. The covered entity must permit an individual to request access to inspect or to
obtain a copy of the protected health information about the individual that is maintained in a
designated record set. The covered entity may require individuals to make requests for access in
writing, provided that it informs individuals of such a requirement. -

(2) Timely action by the covered entity. (i) Except as provided in paragraph (b)(2)(ii) of
this section, the covered entity must act on a request for access no later than 30 days after receipt
of the request as follows.

(A) If the covered entity grants the request, in whole or in part, it must inform the
individual of the acceptance of the request and provide the access requested, in accordance with
paragraph (c) of this section.

(B) If the covered entity denies the request, in whole or in part, it must provide the
individual with a written denial, in accordance with paragraph (d) of this section.

(ii) If the request for access is for protected health information that is not maintained or
accessible to the covered entity on-site, the covered entity must take an action required by
paragraph (b)(2)(i) of this section by no later than 60 days from the receipt of such a request.

(iii) If the covered entity is unable to take an action required by paragraph (b)(2)(i)}(A) or
(B) of this section within the time required by paragraph (b)(2)(i) or (ii) of this section, as
applicable, the covered entity may extend the time for such actions by no more than 30 days,
provided that: '

(A) The covered entity, within the time limit set by paragraph (b)(2)(i) or (i) of this
section, as applicable, provides the individual with a written statement of the reasons for the
delay and the date by which the covered entity will complete its action on the request; and

(B) The covered entity may have only one such extension of time for action on a request
for access.

(c) Implementation specifications: Provision of access. If the covered entity provides an
individual with access, in whole or in part, to protected health information, the covered entity
must comply with the following requirements.

nicodenflas20610\9600241\0064661 1.doc
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City AND COUNTY OF SAN FRANCISCO

MEMORANDUM
PRIVILEGED & CONFIDENTIAL
TO: Sunshine Ordinance Task Force
DATE:  August 19,2010
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RE: Jason Grant Garza v. Department of Public Health (10038)

(1) Providing the access requested. The covered entity must provide the access requested
by individuals, including inspection or obtaining a copy, or both, of the protected health
information about them in designated record sets. If the same protected health information that is
the subject of a request for access is maintained in more than one designated record set or at
more than one location, the covered entity need only produce the protected health information
once in response to a request for access.

(2) Form of access requested. (i) The covered entity must provide the individual with
access to the protected health information in the form or format requested by the individual, if it
is readily producible in such form or format; or, if not, in a readable hard copy form or such
other form or format as agreed to by the covered entity and the individual.

(i) The covered entity may provide the individual with a summary of the protected health
information requested, in lieu of providing access to the protected health information or may
provide an explanation of the protected health information to which access has been provided, if:

(A) The individual agrees in advance to such a summary or explanation; and

(B) The individual agrees in advance to the fees imposed, if any, by the covered entity for
such summary or explanation. -

(3) Time and manner of access. The covered entity must provide the access as requested
by the individual in a timely manner as required by paragraph (b)(2) of this section, including
arranging with the individual for a convenient time and place to inspect or obtain a copy of the
protected health information, or mailing the copy of the protected health information at the’
individual's request. The covered entity may discuss the scope, format, and other aspects of the
request for access with the individual as necessary to facilitate the timely provision of access.

(4) Fees. If the individual requests a copy of the protected health information or agrees to
a summary or explanation of such information, the covered entity may impose a reasonable, cost-
based fee, provided that the fee includes only the cost of:

(i) Copying, including the cost of supplies for and labor of copying, the protected health
information requested by the individual;

(ii) Postage, when the individual has requested the copy, or the summary or explanation,
be mailed; and

(iii) Preparing an explanation or summary of the protected health infofmation, if agreed
to by the individual as required by paragraph (c)(2)(ii) of this section.

n\codenfias20 10060024 110064661 1.doc
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MEMORANDUM
PRIVILEGED & CONFIDENTIAL

TO: Sunshine Ordinance Task Force

DATE:  August 19, 2010
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RE: Jason Grant Garza v. Department of Public Health (10038)

(d) Implementation specifications: Denial of access. If the covered entity denies access,
in whole or in part, to protected health information, the covered entity must comply with the
following requirements.

(1) Making other information accessible. The covered entity must, to the extent possible,
give the individual access to any other protected health information requested, after excluding
the protected health information as to which the covered entity bas a ground to deny access.

(2) Denial. The covered entity must provide a timely, written denial to the individual, in
accordance with paragraph (b)(2) of this section. The denial must be in plain language and
contain:

(i) The basis for the denial;

(ii) If applicable, a statement of the individual's review rights under paragraph (a)(4) of
this section, including a description of how the individual may exercise such review rights; and

(iii) A description of how the individual may complain to the covered entity pursuant to
the complaint procedures in § 164.530(d) or to the Secretary pursuant to the procedures in §
160.306. The description must include the name, or title, and telephone number of the contact
person or office designated in § 164.530(a)(1)(ii).

(3) Other responsibility. If the covered entity does not maintain the protected health
information that is the subject of the individual's request for access, and the covered entity knows
where the requested information is maintained, the covered entity must inform the individual
where to direct the request for access.

(4) Review of denial requested. If the individual has requested a review of a denial under
paragraph (a)(4) of this section, the covered entity must designate a licensed health care
professional, who was not directly involved in the denial to review the decision to deny access.
The covered entity must promptly refer a request for review to such designated reviewing
official. The designated reviewing official must determine, within a reasonable period of time,
whether or not to deny the access requested based on the standards in paragraph (a)(3) of this
section. The covered entity must promptly provide written notice to the individual of the
deterinination of the designated reviewing official and take other action as required by this
section to carry out the designated reviewing official's determination.

(e) Implementation specification: Documentation. A covered entity must document the
following and retain the documentation as required by § 164.530(j):

mcodenflas20 10960024 100646611 doc
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RE: Jason Grant Garza v. Department of Public Health (10038)

(1) The designated record sets that are subject to access by individuals; and

(2) The titles of the persons or offices responsible for receiving and processing requests
for access by individuals.

45 C.F.R. § 164.508: USES AND DISCLOSURES FOR WHICH AN
AUTHORIZATION IS REQUIRED.

(a) Standard: authorizations for uses and disclosures. -~ (1) Authorization required:
general rule. Except as otherwise permitted or required by this subchapter, a covered entity may
not use or disclose protected health information without an authorization that is valid under this
section. When a covered entity obtains or receives a valid authorization for its use or disclosure
of protected health information, such use or disclosure must be consistent with such
authorization.

(2) Authorization required: psychotherapy notes. Notwithstanding any provision of this
subpart, other than the transition provisions in § 164.532, a covered entity must obtain an
authorization for any use or disclosure of psychotherapy notes, except:

(i) To carry out the following treatinent, payment, or health care operations:
(A) Use by the originator of the psychotherapy notes for treatment;

(B) Use or disclosure by the covered entity for its own training programs in which
students, trainees, or practitioners in mental health learn under supervision to practice or improve
their skills in group, joint, family, or individual counseling; or

(C) Use or disclosure by the covered entity to defend itself in a legal action or other
proceeding brought by the individual; and ‘

(ii) A use or disclosure that is required by § 164.502(a)}(2)(ii) or permitted by §
164.512(a); § 164.512(d) with respect to the oversight of the originator of the psychotherapy
notes; § 164.512(g)(1); or § 164.512(3)(1)(i).

(3) Authorization required: Marketing. (i) Notwithstanding any provision of this subpart,
other than the transition provisions in § 164.532, a covered entity must obtain an authorization

- for any use or disclosure of protected health information for marketing, except if the

communication is in the form of*

(A) A face-to-face communication made by a covered entity to an individual; or

n\codenflas2010M600241\00646611 .doc
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(B) A promotional gift of nominal value provided by the covered entity.

(ii) If the marketing involves direct or indirect remuneration to the covered entity from a
third party, the authorization must state that such remuneration is involved.

(b) Implementation specifications: general requirements. -- (1) Valid authorizations. (i) A
valid authorization is a document that meets the requirements in paragraphs (2)(3)(ii), (c)(1), and
(c)(2) of this section, as applicable.

(i) A valid authorization may contain elements or information in addition to the elements
required by this section, provided that such additional elements or information are not
inconsistent with the elements required by this section.

(2) Defective authorizations. An authorization is not valid, if the document submitted has
any of the following defects:

(1) The expiration date has passed or the expiration event is known by the covered entity
to have occurred;

(ii) The authorization has not been filled out completely, with respect to an element
described by paragraph (c) of this section, if applicable;

(iii) The authorization is known by the covered entity to have been revoked;
(iv) The authorization violates paragraph (b)(3) or (4) of thfs section, if applicable;

(v) Any material information in the authorization is known by the covered entity to be
false. ‘

(3) Compound authorizations. An authorization for use or disclosure of protected health
information may not be combined with any other document to create a compound authonzation
except as follows:

(i) An authorization for the use or disclosure of protected health information fora
research study may be combined with any other type of written permission for the same research
study, including another authorization for the use or disclosure of protected health information
for such research or a consent to participate in such research;

n:coden{\as2GTNOG60024 1\0064661 1 doc
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(if) An authorization for a use or disclosure of psychotherapy notes may only be
combined with another authorization for a use or disclosure of psychotherapy notes;

(iii) An authorization under this section, other than an authorization for a use or
disclosure of psychotherapy notes, may be combined with any other such authorization under
this section, except when a covered entity has conditioned the provision of treatment, payment,
enrollment in the health plan, or eligibility for benefits under paragraph (b)(4) of this section on
the provision of one of the authorizations.

(4) Prohibition on conditioning of authorizations. A covered entity may not condition the
provision to an individual of treatment, payment, enrollment in the health plan, or eligibility for
benefits on the provision of an authorization, except:

(i) A covered health care provider may condition the provision of research-related
treatment on provision of an authorization for the use or disclosure of protected health
information for such research under this section;

(ii) A health plan may condition enrollment in the health plan or eligibility for benefits on
provision of an authorization requested by the health plan prior to an individual's enrollment in
the health plan, if:

(A) The authorization sought is for the health plan's eligibility or enrollment
determinations relating to the individual or for its underwriting or risk rating determinations; and

(B) The authorization is not for a use or d:sclosure of psychotherapy notes under

paragraph (a)(2) of this section; and

(iii) A covered entity may condition the provision of health care that is solely for the
purpose of creating protected health information for disclosure to a third party on provision of an
authorization for the disclosure of the protected health information to such third party.

(5) Revocation of authorizations. An individual may revoke an authorization provided
under this section at any time, provided that the revocation is in writing, except to the extent that:

(1) The covered entity has taken action in reliance thereon; or

(ii) If the authorization was obtained as a condition of obtaining insurance coverage,
other law provides the insurer with the right to contest a claim under the policy or the policy
itself.

n\codenfas2010\060024 110064661 1. doc
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(6) Documentation. A covered entity must document and retain any signed authorization
under this section as required by § 164.530().

‘ (c) Implementation specifications: Core elements and requirements. -- (1) Core elements.
A valid authorization under this section must contain at least the following elements:

(i) A description of the information to be used or disclosed that identifies the information
in a specific and meaningful fashion.

(i1) The name or other specific identification of the person(s), or class of persons,
authorized to make the requested use or disclosure.

(iif) The name or other specific identification of the person(s), or class of persons, to
whom the covered entity may make the requested use or disclosure.

(iv) A description of each purpose of the requested use or disclosure. The statement "at
the request of the individual" is a sufficient description of the purpose when an individual
initiates the authorization and does not, or elects not to, provide a statement of the purpose.

(v} An expiration date or an expiration event that relates to the individual or the purpose
of the use or disclosure. The statement "end of the research study,” "none," or similar language is
sufficient if the authorization is for a use or disclosure of protected health information for
research, including for the creation and maintenance of a research database or research
repository.

(vi) Signature of the individual and date. If the authorization is signed by a personal
representative of the individual, a description of such representative's authority to act for the
individual must also be provided.

(2) Required statements. In addition to the core elements, the authorization must contain
statements adequate to place the individual on notice of all of the following:

(i) The individual's right to revoke the authorization in writing, and either:

(A) The exceptions to the right to revoke and a description of how the individual may
revoke the authorization; or

ncodenfias201NS60024 110064661 I.doc
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(B) To the extent that the information in paragraph (©)2)(I)XA) of this section is included
in the notice required by § 164.520, a reference to the covered entity's notice.

(i) The ability or inability to condition treatment, payment, enrollment or eligibility for
benefits on the authorization, by stating either:

(A) The covered entity may not condition treatment, payment, enrollment or eligibility
for benefits on whether the individual signs the authorization when the prohibition on
conditioning of authorizations in paragraph (b)(4) of this section applies; or

(B) The consequences to the individual of a refusal to sign the authorization when, in
accordance with paragraph (b)(4) of this section, the covered entity can condition treatment,
enrollment in the health plan, or eligibility for benefits on failure to obtain such authorization.

(iii) The potential for information disclosed pursuant to the authorization to be subject to
redisclosure by the recipient and no longer be protected by this subpart.

(3) Plain language requirement. The authorization must be written in plain language.

(4) Copy to the individual. If a covered entity seeks an authorization from an individual
for a use or disclosure of protected health information, the covered entity must provide the
individual with a copy of the signed authonzat:on
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