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<complaints @sfgov.org> To <seti@sfgov.org>
11/18/2009 10:02 AM ce

bee

Subject Sunshine Complaint

To:sotf@sfgov.orgBmail:complaints@sfgov.orgDEPARTMENT:Public Health
CONTACTED:Maria X. Martinez

PUBLIC RECORDS_VIOLATION:No

PUBLIC MEETING_VIOLATION:Yes

MEETING DATE:

SECTIONS_VIOLATED:

DESCRIPTION:See attached.

HEARING:Yes

PRE-HEARING:Yes

DATE:11/06/09

NAME:Melvin Banks

ADDRESS:

CITY:

ZIP:

PHONE:

CONTACT EMAILE
ANONYMOUS:
CONFIDENTIALITY _REQUESTED:Yes

: @gmail.com
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melvin banks To SOTF <sotf@sfgov.org> ' <

@gmail.com> " "
cc “"Byers, Jeff (CDPH-OOA-HCB)" <Jeff.Byers@cdph.ca.gov>,
11/06/2009 04:10 PM jbyers1@ddhs.ca.gov, mitch.katz@sfdph.org,

b DMorgan@hrsa.gov, "Cook, Gary (HRSA}'
ce

Subject Request public access fo SFDPH Privacy Board Meetings

Dear Sunishine Ordinance,

In an email dated October 30, 2009, I asked Maria X Martinez, Deputy Director and Privacy
Officer Community Programs, SF Department of Public Health explain why I would not be
allowed to attend DPH Privacy Board meetings. In her response, she claimed, “The DPH
Privacy Board is not a legislative body covered under the Brown Act (Govt. Code §54952(b)).
Its role is to implement HIPAA and other federal, state and local laws/policies regarding client
and patient confidentiality.” [See dphprivacyboard] I disagree with her claim because the
California Constitution as amended by Proposition 59 in 2004 provides for openness of
government.

ARTICLE 1 DECLARATION OF RIGHTS, SECTION 3 provides:

Vs

{a) The people have the right Tto instruct their representatives, petition
government for redress of grievances, and assemble freely to consult for the
common good.

{b) (1) The people have the right of access to information concerning the
conduct of the people's business, and, therefore, the meetings of public
bodies and the writings of public officials and agencies shall ke open to
public scrutiny.

(2) A statute, court rule, or other authority, including those in effect
on the effective date of this subdivision, shall be broadly construed if it
furthers the people's right of access, and narrowily construed if it limits the
right of access. A statute, court rule, or other authority adepted after the
effective date of this subdivision that limits the right of access shall be
adopted with findings demonstrating the interest protected by the limitation
and the need for protecting that interest.

Two decisions or actions by the SFDPH that were made without public knowledge and the
opportunity for public comment gives rise to this complaint. First, it implemented the San
Francisco Share Mandate Policy that created the SAN FRANCISCO’S LOCAIL SHARE
MANDATE FORM. [See attached] The second attachment, CDPH 8693, contains the form
created by the California Department of Public Health, Office of AIDS. There is a major
distinction between the two forms. The State Form, CDPH 8693 (8/07), has the Share/
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Non-Share option. In contrast, the SFDPH Form, LSM 8693 (8/07), has only one option, Share.
Second, SFDPH appears to have decided to withhold services from people suffering from HIV
who do not give their consent to Share information in ARIES. In an email, dated October 28,
2009, she states, “after reading the Local Share Mandate policy, counties ‘may require most
clients to share their data as a condition for receiving services’." [See
conditiondreceivingservices)

The scope of this complaint is not whether the SFDPH has the authority to create a client consent
from that is different than the one issued by the California Department of Public Health, Office
of AIDS or withhold services from people with HIV who choose not gzve their consent to share
information in the ARIES system.

Rather, the issue is that SFDPH created and implemented policies, procedures, and forms
without public comment or scrutiny. Since the consequences of these actions directly affect
more than 20,000 consumers of HIV services, I request that the SOFT order that DPH Privacy
Board meetings be noticed and open to the public for comment. I also requested on October 30,
2009 a copy of the San Francisco Share Mandate Policy in which she cited on October 29, 2009.
As of the date of this complaint, I have not received a copy of the San Francisco Share Mandate
Policy.

If you have any further questions, please feel free to contact me. Thank you.

Sincerely,

Raymond Banks

dphprivaéoard.rtf San Franeiseo’s Local Share Mandate Form (English].pdf cdphBBS.pdf comiitiﬂnﬂreceiéngsewice.rtf-
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<Maria. X.Martinez@sfdph.org>
tomelvin banks < essssmuesmm——"—"" (0N >
dateTue, Nov 3, 2009 at 12:51 PM
subjectRe: SF Local Share Mandate Form is step backwards
mailed-sfdph.org

by
hide details Nov 3 (3 days agd)

Mr. Banks,

The DPH Privacy Board is not a legislative body covered under the Brown
Act

(Govt. Code §54952(b)). lts role is to ;mpiement HIPAA and other federal,
state and local laws/policies regarding client and patient confidentiality.

Over the next few months, as | noted before, we will be addressing the
form
itself.

Regards, Maria

Maria X Martinez, Deputy Director and Privacy Officer - 415-255-3706

Community Programs, SF Department of Public Health

1380 Howard St., SF, CA 94103 |

DPH e-mails sent to and from personal email accounts or outside the
DPH/UCSF servers are not secured data {ransmissions for Protected
Health

information (PHI), as defined by the Healthcare Portability and
Accountability Act (HIPAA). ltis the responsibility of all parties

involved to take all reasonable actions to protect this message from
non-authorized disclosure. This e-mail is intended for the recipient only.
If you receive this e-mail in error, notify the sender and destroy the
e-mail immediately. Disclosure of the PHI contained herein may subject
discloser to civil or criminal penalties under state and federal privacy
laws.




City and County of San Francisco Depariment of Public Health

ARIES Client Consent Form
for San Francisco

L, , (print full name) Wish to register with ARIES in order to receive services provided by
the San Francisco Department of Public Health and/or its service providers. During registration, | will be asked to provide
information about myseH, including my name, race, gender, date of birth and other demographic data. Depending upon
the agency or program | am registering with, | may also be asked questions about my CD4 cell count, viral load, use of
HIV medications, my general physical and medical condition and other medical history questions.

in addition to providing information, | will provide an original letter of diagnosis signed and dated by my doctor or have a
blood test that shows that | am HIV positive. | understand that | will also need to answer questions about my income. By
sighing this form, | state that | five in San Francisco or intend to reside there.

| understand that certain services may be available to HIV-negative partners, family members, or other caregivers affected
by HIV, and registration and service information for these clients will not be shared between agencies regardless of my
own share status.

SHARE: By signing below, | understand my registration information will be shared with other agencies | recelve services
from that are part of ARIES. Only authorized personnel at an agency will have access to my information on a need-to-
know basis. The information shared may include information about services received or my treatment at a particular
agency. Mental health, legal and/or substance abuse services will only be shared as allowed by law. By stating that my
information will be shared, | wilt usually not need to re-register (in ARIES) or provide a letter of diagnosis when | require
services from an agency providing services funded by the Ryan White CARE Act or the California Department of Public
Health {CDPHY/Office of AIDS.

| understand my name and information will not be shared outside the ARIES system unless | provide my specific,
informed consent to such a disclosure.

t understand that the information | provide may be made available to my local heaith department, to fiscal agents who
fund the services | recéive, and to the CDPH/Office of AIDS for mandated care and treatment reporting requirements, and
may be used for program monitoring, statistical analysis and research activities. This information includes, but is not
limited to, gender, ethnicity, birth date, zip code, diagnosis status, and service data. No identifying information, such as
name and social security number, will be released, published, or used against me without my consent, except as allowed
by law/for to ensure compliance with policy.

My registration in ARIES does not guarantee services from any other agency. Wait lists or other eligibility requirements
may exclude me from services at other ARIES agencies.

By signing this form | acknowledge that | have been offered a copy of the ARIES Client Consent Form for San Franciséo
and have talked about and understand my rights to confidentiality with respect to ARIES with the staff person indicated
below. | understand that this form will be stored in my paper file.

Signature of Client or Parent/Guardian of Minor Child Date

LSM 8693 (8/07)
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State of California -- Health and Human Services Agency California Depariment of Public Heaith
Office of AIDS

ARIES Client Share/Non-Share Consent Form \ﬁj‘g:@ -
gcmw

l, . (print full name) wish to register with ARIES in order fo receive services funded by
the Ryan White CARE Act or the Caiafom;a Department of Public Health (CDPH), Office of AIDS. During registration, | will be
asked fo provide information about myself, including my name, race, gender, date of birth and other demographic data.
Depending upon the agency or program 1 am registering with, | may also be asked questions about my CD4 cell count, viral
load, use of HIV medications, my general physical and medical condition and cther medical history questions.

in addition to providing information, | will provide an original letter of diagnosis signed and dated by my doctor or have a blood
test that shows that | am HIV positive. | understand that | will also need to answer questions about my income. By signing
this form, | state that | live in the California County | am seeking services from, or intend to reside there.

I understand that certain services may be available to HIV-negative pariners, family members, or other caregivers affected by
HIV, and registration and service information for these clients will not be shared between agencies regardless of my own
share status.

SHARE: By checking the “share” box below, | choose to share my registration information with other agencies | receive
services from that are part of ARIES. Only authorized personnel at an agency will have access to my information on a need-
to-know basis. The information shared may include information about services received or my freatment at a particular
agency. Mental health, legal and/or substance abuse services will only be shared as allowed by law. By stating that | am
willing to share my information, 1 will usually not need to re-register (in ARIES) or provide a letter of diagnosis when | require
services from an agency providing services funded by the Ryan White CARE Act or the CDPH/Office of AIDS.

NON-SHARE: By checking the "non-share” box below, | choose not to share my information with ARIES agencies that [ go to

for services. If | do not want my information shared between ARIES agencies, 1 will provide all ARIES registration and other
information, including an original letter of diagnosis, to each agency that | go to for services.

[ choose:[ | Share [ | Non-Share

ST

| can change my decision about sharing/not sharing by informing the staff at any agency where | go for service and by signing
a new ARIES Client Share/Non-Share Consent Form. | understand that changing from Non-Share to Share opens my ARIES
record to other ARIES agencies | receive services from. No matter what | choose, my name and information will not be
shared outside the ARIES system unless | provide my specific, informed consent to such a disclosure. -

Regardiess of my share/non-share status, | understand that the information | provide may be made available to my local
health department, 1o fiscal agents who fund the services | receive, and to the CDPH/Office of AIDS for mandated care and
treatment reporting requirements, and may be used for program monitoring, statistical analysis and research activities. This
information includes, but is not limited to, gender, ethnicity, birth date, zip code, diagnosis status, and service data. No
identifying information, such as name and social security number, will be released, pubhshed or used against me without my
consent, except as allowed by faw/or to ensure compliance with policy.

My registration in ARIES does not guarantee services from any other agency. Wait lists or other eligibility requirements may
exclude me from services at other ARIES agencies.

By signing this form | acknowledge that | have been offered a copy of the Share/Non-Share Consent Form and have talked
about and understand the choices of sharing or not sharing with the staff person indicated below. | understand that this form
will be stored in my paper file,

Signature of Client or Parent/Guardian of Minor Child Date

CDPH 8693 (8/07)




Marla X Martinez <Maria.X. Mart;nez@sfdph org>
tomelvin banks <ssemwcsmsmmamas  COM>
ccBill Bium <Bill. Bium@sfdph org>,

Celinda Cantu <Celinda.Cantu@sfdph.org>
dateWed, Oct 28, 2009 at 9:28 AM
subjectARIES "consent” form

hide details Oct 28 (2 days ago)

Mr. Banks,

| wanted to let you know that | met with Bill Blum and Celinda Cantu
yesterday about the form. After reading the Local Share Mandate policy,
counties "may require most clients to share their data as a condition for
receiving services." There are 3 conditions that would make-up this
exception: (1) clients who demonstrate an inability to give consent as
documented in the client record (e.g., decreased mental capacity), (2) are
receiving services as a related/affected client; or (3) are receiving
services as a HIV-negative client. In San Francisco, clients who request
their information not be shared are also given an exception. As |
mentioned in our phone conversation, HIPAA and state laws aliow for HIV
treatment providers to share health information with each other for
treatment purposes without signed authorization (see attached for
references), but the ARIES notice (entitled "ARIES Client Consent Form
for

San Francisco") limits this sharing to certain agencies.

In any case, | mainain that the form itself is confusing and problematic
and we are checking with the State to see iffhow we can change it to be
clearer.

Given vacations and extremely short staffing shortages at the state level,
I don't forsee us resolving this issue anytime soon. | will be in fouch as
soon as | have findings.

Maria
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melvin banks To SOTF <sotf@sfgov.org>

< il, o .
< e @gMail.cOM cc "Byers, Jeff (CDPH-OOA-HCB)" <Jeff.Byers@cdph.ca.gov>,
11/09/2009 03:12 PM mitch.katz@sfdph.org, barbara.garcia@sfdph.org, Bill Blum

b <Bill. Blum@sfdph.org>, Maria X Martinez
cc

Subject ADDITIONAL DOCUMENTS

HI SOFT,

PLEASE ATTACH THE DOCUMENTS TO MY COMPLAINT.
THANK YOU

RAYMOND BANKS ARIESShareMonShareClientProvinfoDoc.pdf  DE6038036n. pdf
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What Is ARIES?

The AIDS Regional Information and Evaluation System (ARIES) is an HIV/AIDS web-
based computer system that is used by agencies who receive HIV/AIDS money from the
State and Fedéral government (through the Ryan White CARE Act). Agencies who
receive money from the CARE Act must keep track of the clients they see and the
services they provide to those clients; ARIES helps agencies carry out this task. By
entering information into ARIES, it will be easier for the agencies you see to plan and
manage your cate.

To Share Or Not To Share?

You will be able to choose whether or not you want the agencies you see for services to
share your information with each other. When making your decision you need to
consider the benefits of sharing your information vs. not sharing your information.
Once you make your decision, you will need to sign the ARIES Share/Non-share
Form.

What Are The Benefits Of Share VS. Non-Share?

You have the choice to either share your data or not share your data between agencies.
When you first go to an agency for services, they will ask you if you want to share your
data.

Choosing the Share Status

If you agree to share your information with other agencies, ARIES will help you
get services more easily. While you will still have to go through the normal client
intake process the first time you go to an agency for services, ARIES may cut
down the amount of paperwork you need to fill out when you go to other agencies
for services. This will also help agencies work together to provide you with the
services you need. You will have to sign a form at each agency to let them know
that you agree to share your information, but you won’t need to complete most of
the same forms more than once. By sharing, you won’t have to give the same
basic information like address, phone number, race, etc., over and over again to
each agency. The system works best for you if you choose to share your
information because the registration process will be easier when you go to more
than one agency for services. Important: only the agencies you go to for
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services will be able to see vour information. Agencies that vou have never
visited for services will never see your information.

Choosing the Non-Share Status

If you decide not to share your information with other agencies, you will still
need to sign a form when you first come to an agency for services. You will need
to provide all of your information each and every time you go to a new agency -
just like you do now. You will also have to give each and every agency your
most recent information each time you go in for services.

You have the right to change your mind about sharing your information at any time. If
you choose not to share your information at first, but later decide you do want to share
your information, all you have to do is tell your provider. They will ask you to sign a
new consent form. The appropriate agency staff can then go into ARIES and indicate
that you have changed your mind and would like to share your information. If you
change from share to non-share, the information coliected from that date forward will
not be shared.

It 1s important to note that regardless of your share or non-share choice, fiscal agents
and public health departments may see your data to meet their funding and reporting
requirements. Your confidentiality 1s always safe in these instances.  No identifying
mformation, such as your name and social security number, will be released, published
or used against you without your consent, except as allowed by law or to ensure
compliance with policy.

What Does Sharing My Information Mean? How Does It Work?

If you choose to share your data, you must sign a form that says you are allowing that
agency to share your information with other agencies you go to for services. Only
agencies you see for services can view your information. When you go to an agency for
the first time, they will ask you if you have already received services from an agency
that uses ARIES. " If you have already been to an agency that uses ARIES and you are
a share client, your information will come up on the computer after you give the agency
some important information. In ARIES, this information is called the client keys. These
keys are important because there are certain letters and numbers from each of the keys
that make up a unique client ID for you. This client ID is how ARIES tracks you in the
system. The client keys consist of the following:

1) First Name,
2) Middle Initial,
3) Last Name,
4) Date of Birth,

N
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5) Gender, and
6) Mother’s Maiden Name.

- Once the computer finds your record, you won’t have to give your information all over
again when you go to a new agency for services that also uses ARIES. You must
remember your client keys the exact same way each time you go into an agency. For
example, if you go to one agency for services and you tell them your name is Bob but
later go into a different agency for services and tell them your name is Robert, ARIES
will not be able to find you in the system. You must use the same “keys” at all

. agencies where you receive services. If your keys are not the same, ARIES will create
more than one record for you in the system, thus making it barder for agencies to
correctly identify and serve you.

Why Does ARIES Use Mother’s Maiden Name?

ARIES uses mother’s maiden name simply because it’s specific to you and easy for you
to remember. It’s in no way related to your banking and/or financial records. In
addition, ARIES only stores the first and third letter of your mother’s maiden name—
not the entire name—as a way to uniquely identify you in the system. If your mother’s
maiden name is Jones, for example, only the letter J and the letter N would be stored in
ARIES as part of your client keys.

Client keys are important because they make you unique in ARIES. Providers use these
six pieces of information to look you up in the system. This ensures that each agency
looks up YOUR data in ARIES and doesn’t get you mixed up with other clients. The
federal government branch called the Health Resources and Services Administration
(HIRSA) first came up with the idea of a unique client identifier. HRSA used: first
name, last name, date of birth and gender. This client identifier, however, did not prove
to be as unique as they had hoped particularly in large states like California, Texas, and
New York who have a large number of people living in one state. To make sure the
client identifiers or keys are unique to you, it was necessary to add on other pieces of
information; thus, mother’s maiden name and middle initial were added.

Furthermore, only certain employees at the provider agency are allowed to see your
client keys in ARIES. If one of these employees pulls up your client keys, ARIES will
not show them the mother’s maiden name. ARIES always hides MMN.

Is My Information Safe?

Your information is very safe in ARIES. In fact, your information is more secure in
ARIES than your on-line banking information! The California State Office of AIDS
(OA) must approve each staff person before he or she is allowed to go into ARIES.

3
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Each staff person is given a “digital certificate” before they can go into the system. The
digital certificate is linked to their own name and password. The digital certificate also
checks to make sure that provider staff are using State approved computers. This means
that staff who use ARIES cannot get into ARIES from any computer they want to. For
example, they cannot go to a public library to get into ARIES. OA does not approve
computers that are used in public places. This is not true of Internet banking systems:
banks allow you to access your information from any computer as long as you know the
user name and password. But for ARIES, only specific approved computers and
approved staff will be allowed to use ARIES.

Once staff have been approved to use ARIES, they are given permission to view very
specific information - only the specific information they need to know about you.
Information such as mental health, substance use, legal issues are available to a very
limited and approved group. This information is never shared between agencies in
ARIES, even if you have agreed to share your information.

ARIES also uses encryption when storing your information. This means that the
information that identifies you in ARIES (for example, your six client keys mentioned
earlier as well as your address, telephone number, etc.) are jumbled or scrambled in the
system. Only certain approved users have the keys to unscramble the data. Encryption
is also used to scramble information as it travels across the Internet. If hackers try to get
your information as it travels across the Internet lines, they would not be able to read
any information since it is scrambled.

ARIES also uses firewalls to protect your information. A firewall is a piece of
computer software used to prevent hackers from getting into or seeing system
information. ARIES uses three firewalls to ensure your data is stored safely.

Who Can I Call If I Have More Questions?

You may contact you local provider agency if you have more questions or concemns
about collecting and storing your information in ARIES.

You can also read more about ARIES by visiting the California State Office of AIDS’
website at: http://www.dhs.ca.gov/aids/Programs/ARIES/default.htm or
http://projectaries.org |

(,

VN




980376

PROJECT PURPOSE - Defining the need: The impact of the HIV/AIDS pandemic on
American society cannot be overestimated. As an epicenter of the disease, San Francisco has
experienced a total of 21,538 AIDS cases, accounting for a staggering one fourth of all AIDS
cases in California and 5% of cases nationwide. During the same period, 1,454 and 1,242 cases
have been reported respectively m San Mateo and Marin Counties. With approximately 1 in 25 of
all San Franciscans infected with HIV, there are few people in the City who have not experienced
the Joss and saffering associated with this illness,

In 1990, the federal Department of Health and Human Services designated San Francisco, Marin
and San Mateo Counties as an Eligible Metropolitan Area (EMA) for Ryan White CARE funds
with the San Francisco Department of Public Health (DPH) AIDS Office (AQ) designated as the
administrator., These finds are specifically limited to low income persens living with HIV and
residing in the EMA. R is estimated that currently somewhere between 14,000 to 17,000 persons
receive CARE fimded services in the EMA. With these funds assisting 68 service providers (non-
profit and government) to offer s comprehensive array of eighteen different types of healih and
social services to a wide diversity of affected and mfected communities, this “San Francisco
Model” has set precedents for HIV care throughout the world.

Today, HIV Health Services in the Bay Area are at & critical juncture. Through medical advances
and early intervention, HIV disease is changing from an acute to a chronic illness, requiring a
more sophisticated approach to long-term care, It is also increasingly a disease of
disenfranchised, bard-to-reach populations who cannat easily access available services. Because
of epidemiological and economic forecasts, the constellation of services cannot continue to
expand. Avoiding costly duplication of services and distributing available resources more
equitably is of utmost concern to HIV-affected commmnities and health care planners as well.

In 1994, the San Francisco HIV Health Services Planning Council (the community policy body for
the EMA) commissioned a study of client experiences with HIV services in San Francisco. The
results, published in a report entitled Voices of Experience, were based on in-depth inferviews
with 193 clients in 22 focus groups. Although clients indicated that they liked the diversity of
providers and services, they were extremely frustrated with the lack of coordination in the current
system of care. Clients were especially critical of the burdensome intake process which required,
for every service they wished to access, an oziginal signed letter of diagnosis from their medical
provider, proof of residency, proof of income, and answering 2 long Hist of questions required by
the AQ and the Federal agency responsible for the CARE dollars (Health Resources and Services
Administration-HRSA). Additionally, clients had dificulty accessing clear and current
information about services. Subsequently, clients were not always sble to access those health and
social services necessary 1o help them maintain health and independence for as long as possible.

In 1995, based on the information in the Voices of Expericace, other needs assessments, and
quantitstive/qualitative data on the epidemic, a comprehensive strategic planning process
involving DPH, the Planning Council, community and client groups resulted in the HIV Health
Services Comprehensive Five Year Plan: A Chient-Centered System of Care. 1t hasasit’s
overarching purpose “to create a Client-Centered System of Care that is comprehensive in scope
and integrated in finction”. To accomplish this goal, the Planning Council specifically identified

1
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and voted to approve twoe objectives for System-wide Development for the San Francisco EMA:
(1) Establish a coordinated, standardized client registration system, with decentralized access,
relevant to each county, so that clients will never have to duplxcate the intake process. Once 2
client is registered at one service provider site, the range of services will become available;

(2) Develop a unified information and referral (I & R) system with decentralized access so that
providers and clients can obtain the most cucrent ATDS-related mformation.

Coinciding with these local directives, in 1995 HRSA began requiring that all service providers
receiving CARE funding report aggregate client and service data. In addition, HRSA fimded the
San Francisco EMA (and s small number of other EMAs) for three years to begin collecting client
level data. The encrypted client level data would then be sent to HRSA to assist the federal
government in planning and would be available on the local level 10 assist agencies and the San
Francisco EMA to mmprove local planning.

A Credible Solution: In 1995, responding to the local client based directives and the national

emphasis on accurate data for planning - “Reggie” was launched and is currently completing the

beta phase of development.

WHAT IS REGGIE? Reggie is 2 computerized client registration and 1 & R system networked

among CARE-funded service providers in the San Francisco EMA. The system is named after

ReggteWi}hams, a leader in the fight against AIDS in the Bay Area. In 9/30/2000, when Reggie

is fully boplemented:

o Clients will be able to register once at any CARE finded agency and be registered at all

o All agency local and federal reporting requirements will be drawn from Reggie.

¢ It will be possible to track services provided to individual clients in order to improve care
coordipation,

s Agencies will have access to up-to-date local and national information about services and
treatment as well as e-mail connections to all CARE funded sgencies.

REGGIE ALPHA: Using Ryan White CARE finds, in 2/95, the AO hired independent technical
consultants, to help design and test the concept and feasibility of centralized clent registration and
mformation/referral with decentralized access. The AD, working with CARE fimded comtmmity
agencies developed a registration dataset that inchaded all the data fields required by HRSA and
some additional dats elements helpful to agencies and the AO for planning purposes. Building on
the expertise of CARE fimded agency stafl, Planming Council members, and persons living with
HIV, Reggie Alpha was planned and developed a5 a client server system operating on a wide area
network. The database software was donated by Sybase and the front end was designed in
Microsoft Access. Alpha agencies were given ISDN lines that provided the connectivity for the
application. Counfidentiality was a critical factor in designing Reggie Alpha. Several methods
were utilized to insure the confidentiality and sccurity of client information. The methads
included: server security, network security, software security (certified user permissions and
predefined transactions), client level security (consent to share and personal identification number
{PIN)), and agency level security. The I & R component in Alpha consisted of 8 Reggic Website
that linked to the San Francisco Library/ AIDS Foundation’s AIDS services database for
Northem California and several national bnks

Five CARE ﬁmded agencies enthusiastically volunteered to participate in the Alpha, The agencies
represented a wide diversity of services, clients and size. During the months of 2/96 and 3/96,
2



over 100 clicats were registered into Reggte Alphs, Because the AIDS Office was testing the
feasibility and scceptance of Reggie as 2 system, the Alpha sites were asked to maintain their own
database in addition to registering people in Reggie.

In 4/96 Arthur Andersen LLP was hired by the AIDS Office to conduct a technical evaluation of
~ Reggic Alphs and an independent consultant (Alan Pardini) was hired to evaluate Reggie Alpha
from the perspective of the clients snd the agency staff. The evaluations showed that Reggie was
well received by both clients and agency staff The progranumatic evaluation found that Reggie
met agency and client expectations, The technical evaluation also reported that the technology
was well selected and appropriate.

REGGIE BETA: Responding to the success of Reggie Alpha, the planning for Reggie Beta
began in the summer of 1996. In 1/97, afier a competitive process, Cambridge Technology
Partners (CTP), an intemationzl development firm was hired at a rate well below what they
normally charge to develop Reggie Beta (appendix A). Working with & team of highly talented
and energetic staff st CYP, the development and implementation of Reggie Beta has been an
exciting and intensive experience. Since 1/97 through 3/98 the following has eccurred:

Technical Approach:

o Fight Beta sgencies were selecied; San Francisco General Hospital, ATDS Outpatient
Service (the largest HIV outpatient service provider in San Francisco, and one of the largest in
the pation), the San Francisco AIDS Foundation, Shanti, and UCSF AIDS Health Project (the
three largest AIDS case mansgoment and nmki-service providers in the Bay Area), and four of
the origmal Reggie Alpha agencies. Together these sites serve 70% of all clients.

o Aspart of planning, the AQ Reggie Team and CTP developed a fist of functionality that is
included in Beta and additional functionality that may be added in the fiture when funds and
timing are appropriate (appendu B ). Staff from the Beta sites and clients from the Alpha
participated in user design sessions with the Cambridge and AO Team’s to discuss and design
the screens that correspond to the different functionality in Reggie.

e Two major functional modnles were added to Reggie. This additional fimctionality is built on
the basic mg:slrat;on dsta fields and protected and enhanced by the security and other
functionality built into the application: (1} A housing waiting Jist for four major categories of
housing available to eligible persons living with HIV. This database, utilized by CARE funded
housing providers, has existed separately in the AIDS Office for the past few years and is now
incorporated into Reggie. (2) Three of the Beta sites calfed “the Collaboration” (AIDS
Foundation, AIDS Health Project, and Shanti) hired CTP and developed a care coordination
module which was incorporated into the application. In the future, this care coordination
database will be available to other HIV/AIDS case management programs. |

o After nnch research and carefial assessment, it was decided that the Reggie software
architecture would remain a traditional cient/server approach. The server-side copponeats
are: (1) CTP-developed software written in Java 1.1; (2) Sun Microsystems Java Virtual
Machine: a DOS-based program that runs the Java code; (3) Visigenics Visibroker: middle-
ware software that enables comnwaication with the Java client software; (4) FastForward
Java Database Connection (JDBC): allows the Java server to access the SQL database; (5)
Microsoft SQL Server 6.5; database server. The client-side components are: (1) CTP
developed software written in Java 1.1; (2) Sun Microsystems Java Virtual Machine: a DOS-
based program that runs the Java code; (3) Visigenios Visibroker: middle-ware that enables
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comnnmication with the Java server software. The Reggie architecture is very scalesble and
the application is designed to support open sharing of data (appendix C).

o In some cases, Reggie is replacing an agency’s current data collection system and in other
cases Reggie is working along side other data systems within the agency., Using an Access
Database, an agency’s client data in Reggie can be downlosded and linked to other client data
that may be collected by the agency Another feature of the application allows client service
data to be finked to an agency’s contract and funding sources.

e The network is designed to provide the optimal security of the dats and performance of the
application. The Reggie servers, running Windows NT 4.0, are physically located at the AQ
in a locked room and are protected by several sofiware-based security mechanisms (firewalls).
Agencies access these servers via ISDN lines (appendix D).

¢ In order to insure an agency’s ability to maintain and report chient and service dats from the
begianing of the calendar year, it was agreed that, as each agency was brought on, client and
service data would be converted from their previous data base back to the first of the

~ calendar year and sdded to the Reggie database.

o For reporting, we selected Crystal Info from Seagate Software (makers of Crystal Reports).
Al reports are accessed using s client-side desktop tool, developed by Seagate. All reports
will be stored and processed on a server at the AO, Seagate generously donated the software
and all user licenses for Crystal tnfo.

¢ Microsoft generously donated software to Reggie for the Beta and full implementation
(appendix E). Please note that originally we planned to use Windows 95, however Windows
NT is a more stable platform for the Reggie application and it provides more security.
Microsoft agreed to replace their donation of Windows 95 with Windows NT,

» The Reggic Website was revised to be more user friendly and usefid to agencies and clients.
An I & R Advisory Committee made up of clients and agencies has met regularly to review
and improve this Reggie component (appendix F). In addition, the Support Center for
Nonprofit Management (a sole source contract agéncy that provides the AO with consulting
staff) received a grant from the National Library of Medicine to devciop and provided training
on the Internet and Reggie Website to staff fmm CARE funded agencies.

Security and Confidentiality: '

& Because the security of client information is a top priority in Reggie, additional security
methods were added during the design of Reggie Beta (appendix G). In April, 1998352
further check on the security measures built into, Reggie hired Dataway Designs, a network
security firm to conduct a security audit on the Reggie System.

Apphcant Qualifications (appendix H):

The AO Reggie Team expanded from the Alpha to include: two full-time Systems
Administrators who were cross tramed and worked with the Cambridge Team to develop
Reggie. The Project Director was assigned 100% to Reggie and a Data and Reports Manager
was assigned 80% to Reggie.

o A team of five part-time site analysts (technical and program consultants) were fanded by a
three year grant from HRSA to work dnectly with all the agencies to bring them into Reggie.

Community Involvement:

o A Reggie Policy Advisory Committee made up of clients, agencies, AIDS Office staff, and
CARE Council members has been meeting since 12/96 to discuss and-advise the AO on
policies that affect Reggie. The result has been the development of Reggie policies that will
continue to grow and be refined with time and experience.
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s A Users Group, made up of agency users, technica] and program staff, was organized in 1/98
and meets monthly to provide feed-back and suggests improvemeats on the system

e Alan Pardini was hired to provide a through client and agency evaluation of Reggic Beta.
This pre/post Beta evalustion i$ in process and will be completed by 9/98.

All Beta agencies will be brought into Reggie by 9/98.

SPECIFIC PROBLEMS TO BE ADDRESSED BY THIS PROPOSAL: Between 10/98 and
9/2000, the AQ will add, incrementally, the additional 60 CARE funded agencies to Reggie. Itis
only when 30} the CARE fimded agencies are registering clients in Reggie that the system will
truly benefit the cliets and agencies. During full implementation period (10/98-9/2000), in
addition to bringing on each new agency, the Reggie system mmst be majntain ed and upgraded as
needed to support the 8,000 to 16,000 clients and eight agencies of the Reggie Beta phase and
the additional 7,000 clients and 60 additional agencies brought on during full implementation.
While the AO has been successfill in leveraging CARE fumding during the Alpha phase, and City
General Funds, HRSA and CARE funding during the Beta phase, CARE funding has been
reduced drastically and only General Funds and HRSA fimds are available beginning 10/98 to
support and bring Reggie into full implementation by 9/2000, However, once fully implemented
at all 68 CARE fimded agencies, the General Fund dollars to support Reggie will be adequate.

There are four activities which are critical for putting into place the structures necessary
for the long term success of the system and for which we are seeking funding: (1)
establishing quality assurance measures, feed back mechanisms and training to fmplement quality
data collection by each of the CARE finded agencies brought into the Reggie system; (2)
developing a quick and efficient triage system to respond to programmatic and technical
guestions, problems and issues raised by CARE fimded apencies and clients; (3) designing and
conducting an effective education and training program for the end users at each agency about the
Reggie system/sofiware and a general overview of Reggie for the farget community; (4) msuring
" sound network connectivity, data conversion, and installation of hardware and software with each

agency that is brought into Reggie. The DPH/AQ is spplying for fimding from the
Teleco ications and Information structure Assigtance to ort the staffin

{an epidemiclogist, a services manager, an education manager, one additional systems
administrator) for the above activities. The activities provided by these staff are short term (24
months from 10/1/93 through 9/30/2000)0 help us get through the critical stage of bringing on
the 60 new agencies and will be completed or absotbed into the activities of the AO/Reggie Team
during the last six months of this period.

. OBJECTIVES/METHODS/EVALUATION FOR THE FULL IMPLEMENTATION OF

REGGIE {10/1/98-9/30/2000). (See sppendix I for Full Implementation Timelines)

1. By 9/30/2000, spproximately 15,000 -18,000 unduplicsted clients will be registered in Reggie

with 80% reporting satisfaction with and confidence in the system. Additionally, all 68 CARE

finded agencies will be using Reggie to register clients receiving CARE eligible services and 70%

will be satisfied with the system. '

o The Reggie System Administrators will ensure the technical network connectivity and smooth
technical transition of each new agency brought into Reggie (including but not limited to
ordering and instaling hardware, software and router, arranging for an ISDN line,
coordinating data conversion, installing the desk top application). In addition, they will

5
187



188

maintain all other aspects of the system inclnding monitoring security, running system
administration reports, coordinating merge processes, arranging for download of an agency’s
local data, providing system repairs, fixing bugs, programming and tustalfing new cuts of the
application, maintaining the Reggie Webpage, managing the internal e-mail system and
maintaining and updating technical documentation.. Three System Admmistrators will be
needed during the two year when all the agencies are brought into Reggie. Once all agencies
are using Reggie, only two System Administrators will be needed to maintain the system.

¢ The Dats and Reports Manager will prepare canned reports needed by the agencies and work
with agencies to prepare adhoc reports. The manager will also develop and prepare reports
required by the AO and HRSA.

» The site analysts will be responsible for working directly with the CARE funded agencies
brought into Reggie during full irplementation. Their role will inchude: assessing the
hardware, sofiware, staffing skills, reports needed, current methods and process of data
collection, and developing and implementing # plan to bring the agency into Reggie. The site
analyst serves as the lisison between the agency staff and the AQ Reggie Team to carry out
the plan. These positions will no longer exist once all the agencies are folded into Reggie.

¢ A limited amount of CARE Funding has been set aside to purchase equipment, and install
ISDN lines needed for the 60 new agencies brought on during full implementation.

o A yearly security audit will be conducted by Datawsy Designs to ensure continued security.

¢ Evalation: (1)The Reggie Users Group (clients and agencies) will continue to meet on a
regular basis to discuss issues and problems. This group will provide feed back to the Reggie
Team and will work together to reach solutions. (2 ) During the last 6 months of full
implementation (4-9/2000) an evaluatiop consultant, Alan Pardini, will be hired to evaluate
this objective. Utilizing focus groups, interviews, paper questionaaires, documentation, and
site visits, the results of the evaluation will be presented to the Reggie Policy Advisory
Committee and Reggie Users Group to review and make recormmendations (appendix J).

(3) Service logs of problems and resolutions will provide on going feed back to the Team.

2. By 9/30/2000, there will be a written and implemented quality assurance protocol for Reggie.

Furthermore, the data collected and reported by Reggic will meet the standards set in the protocol

and set by HRSA for client level data.

» A Reggie epidemiologist will be hired and be responsihle for setting up quality assurance (QA)
measures, feed back mechsnisms and training to implement quality data collection by each of
the CARE fimded sgencies brought into the Reggie system. The epidemiologist will develop
and staff a Quality Improvement (QI) Committee to review QA/QI reports and studies and
make recommendation. The Committee will report thmugh the Reggie Policy Advisory
Committee to the AO Reggie Team. During the last six months, the duties of this posmon
will be assessed and, if appropriate, transitioned to DPH.

o Evalnation: The qualny assurance protocols/standards and tools to measures are docuznented,
training has been given and quality of dats is assessed and meets required standards. The QI

- Committee will provide regular feed-back to the Policy Advisory Committee and the AO
Reggie Team. HRSA will prepare a yearly QA report on the eacrypted client level dats in
Reggie submitted to them from the San Francisco EMA.

3. By 9/30/2000, there will be a system in place to respcnd to questions, problems and issues

raised by agency staff and clients and 75% of persons using the system will indicate satisfaction.

o A Services Manager will be hired and responsible for planning, establishing and managiag s
system to respond to programmatic, policy and technical questions, problems and issues
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raised by agencies and clients. This menager will work with the System Administrators and
will report directly to the Dats snd Reports Menager. During the lsst six months, the duties
of this position will be assessed and responsibilities divided up smong the AO Reggie Team.

» Evalustion: By 12/31/1999, the Services Mansger, using focus groups, paper surveys, and
 interviews will formally assess client and agency staff satisfaction with the timely resohution of
problems, issues and questions. A Sexvice Log of sll calls and drop-ins will be maintained
including statement of problem and resohution. Standards will be set for response time and
resolution and measured ageinst the log on 8 monthly basis. I addition, feedback from the

Users Group will help identify problerns and issues, and suggest solutions to improve service.

4. By 9/30/2000 a new and revised Reggie dataset will be defined and published, agency staff

trained and the new dataset will replace the old dataset on the database software in Reggie.

e The Repgie Database/Reports Manager will hold an anmual dataset conference inviting clients,
agencies and AO staffto review and recommend changes in the Reggie data elerents. The
manager will prepare and publish the Reggie Dataset Guide, and train agencies on the new
dataset. System Administrators will program the application and release & new cut.

e Evaluation: Participant evaluations will be done at the end of the dataset conferences. The
dataset guide will be published 6/2000. Training on the new dataset will take place and be
evalusted in 8/2000. The application will be modified to reflect the new dstaset. The new
dataset will be in effect in 106/2000. '

5. By 9/30/2000 the staff who wotk with the Reggie system at each ofthe CARE fimded

agencies will have the knowledge and skills to use the Reggie system effectively. Clients and

potential clients will have information and sccess to information sbout Reggie in order to make
informed decisions sbout their participation.

® A Reggie Education Manager will be hired and will be responsible for coordinating the design,
materials development, implementation and evaluation of all user training needed to bring
agencies into Reggie. This includes but is not limited to training each agency on Reggie
policies, general overview, quality assurance, the Reggie sofiware, and Windows NT.

e The Manager will be responsible for designing, scheduling, conducting, and evalusting
copmmmity forums/information sessions about Reggie for clients and potential clients.

e The Education Manager will be responsible for the development of training materials and
tracking and storing all Reggie forms and documents.

o FEvalustion: The manager will design evaluation tools 1o messure the immediate and long term
effectiveness of all the training’s and training materials. A Reggie Binder will be developed
that will contain all the forms snd documents that are pan of the Reggie system along with &
system for maintaining and updating the material and the Binder.

SIGNIFICANCE/INNOVATION: Reggie is a trail blazing effort that is applying proven
technology to address the needs of low-income individuals living with HIV/AIDS m San
Francisco. No other major EMA in the United States serving people with HIV/AIDS has
embarked on an effort of this magnitude that will coordinate and share client and service
information among a large mumber of service providers while ensuring that client confidentiality is
maintained at the highest level. Since its inception in Janusry 1995, many EMAs around the
‘United States have requested information about Reggie. Over the last six months however, the
mumber of requests has increased, including a site visit by a team from the San Diego EMA and
visits with the largest AIDS service provider in Hawaii. Besides AIDS sefvice providers, requests
for information have come from housing providers, adult day health providers, victims services,
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and software developers. HRSA has asked the AQ to speak about the Reggie development at
national conferences. The development of Reggie Alpha was presented in a poster session at the
11* International AIDS Conference and the 10%,11* National HIV Update Confereace. An
abstract about Reggie Beta has been submitted to the June, 1998 12th International AIDS
Conference. A government technical project that involves networking with non-profit agencies to
mnprove access to care for an extremely vilnerable population is applicsble to many areas. Not
only can a system like Reggie be replicated in other EMAS, but Reggie, both the technical and the
programmatic aspects, could be a model for any group of agencies serving similar clients (elderly,
children, etc.) who need to work together to coordinate and share client and service data.

COMMUNITY INVOLVEMENT: As detailed in this application, the San Francisco EMAis a
compmnity-driven/commumity-centered model of care. The Reggie process has mvolved
extensive client, agency, provider and activist input from its inception. Reggie arose from client-
identified need, was defined in a8 comummnity-based strategic planning process and has been
supervised, created, and now implemented with input from the wide arsay of perspectives, values
and stakeholders in the San Francisco EMA HIV/AIDS community (appendix K).

REDUCING DISPARITIES: During the Beta development, the site analysts surveyed the
CARE fimded service providers to assess their technical ability and determine how they currently
register clients, compile and submit data to the AIDS Office. Agency abilities range from
collecting data and information on paper only, to having wide area networks and technical staff’
(appendix L). As a centralized system with a customizable local data receptacle, Reggie levels
the playing field for sgencies without trying to create, develop and maintain complex information
systemns at each site. Local data capabilities and improved technical infrastructures will also allow
many smaller agencies to more effectively plan, and to compete for private grant funds for the first
time. CARE fimded agencies will have training and equal access to e-mail and the most current
information about AIDS/HIV through the Reggie Website. CARE fimded agencies will, through
Reggie, be linked to each other through the shared client and service information, and the shared
group of clients that they previously served in isolation, Ultimately, and most importantly, Reggie
will provide a welcomed relief to the repetitive and exhausting process clients currently need to
endure. Reggie will eliminate s large barrier to care for the sickest and neediest in this population.

EVALUATION, DOCUMENTATION AND DISSEMINATION: Please see the above
Objectives/Methods/ Evaluation section. The evaluation plan and documentation sctivities are
spelled out for each objective. The Reggie Team has maintained detailed docomentation of
Reggie from its inception ranging from the minutes of meetings to 4 formal publication of the
project called Connection to Care, Disseminating information about Reggie will take place in
many forms: (1) a presentation at the 13th World AIDS Conference , 7/2000; {2) a presentation
at the 12/%/13® National AIDS Update Meeting 3/99, 3/2000; (3) presentations to HRSA {on site
and in Washington); (4) a local press conference launching Reggie full implementation 10/98; (5)
a paper about the project will be submitted to the following publications: American Joural of
Public Health, New England Joumal of Medicine, and “medical informatics” publications, The
Reggie Team and the Department of Public Health are very excited about Reggie and we are
committed to sharing what we know and what we've leamed with any interested individual or
agency. It is our greatest hope that in addition {o serving the needs of our clients, the Reggie
architecture, application, and the commmnity process which has been key to our success will be
able to benefit others.
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3 Elleen Shields/DPH/SFGOV To SOTF/SOTFE/SFGOV@SFGOV
12/08/2008 02:03 PM cc Bill Blum/DPH/SFGOV@SFGOV
' bec
Subject #09077_Raymond Banks v Public Health

In City Attorney Jeff Threet's response to the SOTF of December 4, he notes Mr. Banks' addendum to his
SOTF complaint #09077, specifically, that he was not provided with records he requested.

As evidence of this Department's response to Mr. Banks' request, | submit the string of e-mail below,

Because this was not part of his original complaint, we did not include this documentation in our original .
response. If the SOTF incorporates the addendum with Mr. Banks' original complaint, this e-mail serves
as our response. If this matter is taken up separately at an upcoming SOTF hearing, we will resubmit this
documentation.
Freen

----- ?Omardéd by Eileen Shields/DPHISFGOV on 12/08/2009 01:43 PM ——

Bill Blun/DPH/SFGOV
11/23/2009 04:58 PM To melvin banks <4poetics.i@gmail.com>

cc barbara.garcia@sfdph.org, Bill Blum <Bilt.Blum@sfdph.org=>,

Celinda Cantu <Celinda.Cantu@sfdph.org>,
DMorgan@hrsa.gov, "Cook, Gary (HRSA)"
<gcook@hrsa.gov>, "Byers, Jeff (CDPH-OOA-HCB)"
<Jeff. Byers@cdph.ca.gov>, Marguerite Heyward
<Marguerite.Heyward@sfdph.org>, Maria X Mattinez
<Maria.X.Martinez@sfdph.org>, Michelle Long
<Michelle.Long@sfdph.org>, "Roland, Michelle
(CDPH-O0A)" <Michelle.Roland@cdph.ca.gov>,
mitch katz@sfdph.org, SOTF <sotf@sfgov.org>

Subject Re:; When can | expect a copy of the San Francisco Share
Mandate Policy?

Hi Raymond

San Francisco does not have such a policy.

The policy for a share mandate was developed by the California State Office of AIDS (SOA). San
Francisco DPH HHS complied with the SOA procedures to become one of severa! California counties that
have a share mandate for the ARIES system.

Bill Blum

Interim Director, HIV Health Services

San Francisco Department of Public Health
Phone: (415) 554-9000 :
Fax: {(415) 431-7547
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CONFIDENTIALITY NOTICE

This e-mail and any files transmitted with it are the property of the San Francisco Department of Public
Health are confidential, and intended only for the named recipient(s) above. if it has been sentto you in
error, please notify the sender at 415-554-8000 and delete this message immediately from your computer.
Any other use, retention, dissemination, forwarding, printing, or copymg of this e-mail is strictly forbidden.
Thank you for your consederat:on

melvin banks <4poetics.i@gmail.com>

melvin banks
<4poetics.i@gmail.com> To Bill Bium <Bill.Blum@sfdph.org>
11/23/2009 03:43 PM cc parbara.garcia@sfdph.org, Celinda Cantu

<Celinda.Cantu@sfdph.org>, DMorgan@hrsa.gov, *Cook,
Gary (HRSA)" <gcook@hrsa.gov>, "Byers, Jeff
{CDPH-OOA-HCB)" <Jeff.Byers@cdph.ca.gov>, Marguerite
Heyward <Marguerite.Heyward@sfdph.org>, Marla X
Martinez <Maria. X Martinez@sfdph.org>, Michelle Long
<Michelle Long@sfdph.org>, "Roland, Michelle
(CDPH-COA)" <Michelle. Roland@cdph.ca.gov>,
mitch.katz@sfdph.org, SOTF <sotf@sfgov.org>

Subject When can | expect a copy of the San Francisco Share
Mandate Policy?

Bill,
When can [ expect a copy of the San Francisco Share Mandate Policy? The time limit on both requests
have expired according to Sunshine and the California Public Records Act. If you have a San Francisco
Share Mandate Policy, | do not understand why there is a delay. [f it exits, then it seems that it could be

- easily forwarded regardiess of who is on vacation. | am extremely bewildered by your non-compliance
with the law. .

An advocate for the community,
Raymond Banks

- On Mon, Nov 23, 2009 at 1:32 PM, Bill Blum <Bill. Blum@sfdph.org> wrote:
Hi Raymond
Per your request attached find a copy of the meeting agenda

(See attached file: Reggie-ARIES Agenda 9-22.doc)

Bill Bum .

Interim Director, HIV Health Services

San Francisco Department of Public Health
Phone: (415) 554-9000

Fax: (415)431-7547
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CONFIDENTIALITY NOTICE

This e-mail and any files transmitted with it are the property of the San
Francisco Department of Public Health are confidential, and intended only
for the named recipient(s) above. If it has been sent to you in etror,

please notify the sender at 415-554-9000 and delete this message
immediately from your computer. Any other use, retention, dissemination,
forwarding, printing, or copying of this e-mail is strictly forbidden.

Thank you for your consideration.

melvin banks

<dpoetics.i@gmail

.COm> To
Bill Blum <Bill. Blum@sfdph.org>

11/19/2009 03:30 ' ce

PM barbara.garciai@sfdph.org, Celinda
Cantu <Celinda.Cantu@sfdph.org>,
DMorgan@hrsa.gov, "Cook, Gary
(HRSA)" <gcook(@hrsa.gov>, "Byers,
Jeff (CDPH-OOA-HCB)"
<Jeff Byers@cdph.ca.gov>,
Marguerite Heyward
<Marguerite. Heyward@sfdph.org>,
Maria X Martinez
<Maria. X.Martinez@sfdph.org>,
"Roland, Michelle (CDPH-O0A)"
<Michelle.Roland(@cdph.ca.gov>,
mitch katz@sfdph.org, SOTF
<sotf{@sfgov.org>, Michelle Long

<Michelle.Long@sfdph.org> -
Subject

SUBMISSION OF AN "IMMEDIATE
DISCLOSURE REQUEST AS PER SEC.
67.25 OF THE SUNSHINE
ORDINANCE
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Hi Bill,

According to the Sunshine Ordinance, I wish to submit an “Immediate
Disclosure Request.” [See below] I respectfully request a copy of the

“the San Francisco Share Mandate Policy” and the agenda and the notes taken
by SFDPH employees about the concerns and challenges providers were
experiencing during the transition from REGGIE to ARIES at the meeting on
Tuesday, September 22, 2009, Conference Room 330A at 25 Van Ness, 10 to
11:30 AM. Pursuant to Sunshine complaint #09077 “any support docurnents to
be considered by committee members, prior to the meeting, must be submitted
by 4:00 P.M. Tuesday, December 1, 2009.”

Bill, Section 67.25 does not exempt the agency from fulfilling the request
because employees are on vacation. '

Thank you,

Raymond Banks

SEC. 67.25. IMMEDIACY OF RESPONSE.

(a) Notwithstanding the 10-day period for response to a request permitted

in Government Code Section 6256 and in this Article, a written request for
information described in any category of non-exempt public information
shall be satisfied no later than the close of business on the day following

the day of the request. This deadline shall apply only if the words
"Immediate Disclosure Request" are placed across the top of the request and
on the envelope, subject line, or cover sheet in which the request is
transmitted. Maximum deadlines provided in this article are appropriate for
more extensive or demanding requests, but shall not be used to delay
fulfilling a simple, routine or otherwise readily answerable request.




On Wed, Nov 18, 2009 at 5:11 PM, Bill Blum <BilL Blum@sfdph. org> wrote:
Hi Raymond,

There were no minutes taken at the meeting of 9/22/09.

The purpose of this meeting was to provide a forum for providers to
discuss/update on the ARIES Conversion and for HHS to provide updates and
respond to concerns.

There was an agenda, which we can provide to you. As you know Celinda is
out until 12/01/09. If I can track down a printed version I will send

you

a pdf. Otherwise Celinda will be able to send it to you upon

her return.

Bill Blum

Interim Director, HIV Health Services

San Francisco Department of Public Health
Phone: (415) 554-9000

Fax: (415) 431-7547

CONFIDENTIALITY NOTICE

This e-mail and any files transmitted with it are the property of the San
Francisco Department of Public Health are confidential, and intended only
for the named recipient(s) above. If it has been sent to you in error,

please notify the sender at 415-554-9000 and delete this message
immediately from your computer Any other use, retention, dissemination,
forwarding, printing, or copying of this e-mail is strictly forbidden.

Thank you for your consideration. melvin banks
<4poetics.i@gmail

.cony> To

Bill Blum < _

Bill. Blum@sfdph.org> 11/18/2009

03:47 cC '

PM SOTF <sotf@sfeov.org

>, barbara.garcia@sfdph.org, Maria
X

Martinez <Maria. X Martinez(@sfdph.org
>, mitch katz@sfdph.org, '
Marguerite

Heyward <

Marguerite. Heyward@sfdph.org>,

"Roland, Michelle (CDPH-OOA)" <
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Michelle.Roland@cdph.ca.gov>, .

"Byers, Jeff (CDPH-COA-HCB)" <
Jeff. Byers@ecdph.ca.gov>,

DMorgan@hrsa.gov, "Cook, Gary

(HRSA)Y" <gcooki@hrsa.gov>, Celinda

Cantu <Celinda. Cantu(@sfdph.org

S

Subject REQUEST THE MEETING MINUTES
WITH PROVIDERS REGARDING THE SHIFT
FROM REGGIE TO ARIES

Bill, _

Can you provide the minutes and handouts for the meeting with providers
to

address issues regarding the shift from Reggie to ARIES reporting
systems? I believe that this meeting occurred on Tuesday,September 22,
2009, Conference Room 330A at 25 Van Ness, 10 to 11:30 AM.

Raymond Banks
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melvin banks To SOTF <sotf@sfgov.org>

<4poetics.i il.com>

postics.i@gmail.com cc barbara.garcia@sfdph.org, mitch.katz@sfdph.org, Eileen

12/17/2009 09:08 AM Shields <eileen. shields@sfdph.org>, Michelie Long
<Michelle.Long@sidph.org>, "Roland, Michelie

bce

1]

Subject Respectfully request that additional information be placed in
the packet

Dear Sunshine Ordinance Task Force,

1 wish to submit the attached document in order to bolster my claim that DPH Privacy Board
meetings need to be noticed and open to the public. Slide 18 states "that treatment shall not be
denied based on the refusal of an individual to authorized the use or disclosure of his or her PHI",
or Protected Health Information. However, in the email dated October 28, 2009, Ms. Maria
Martinez states "after reading the Local Share Mandate policy, counties "may require most
clients to share their data as a condition for receiving services.” This contradiction illustrates the need for
the public to attend passive body deliberations and in order to provide accountability for governmental
decisions. | received the attached document yesterday. | apologize for being past due. Yet, | believe it is
vital to include this information for the SOFT meeting on December 22, 2009. Tam asking that slide 18 be
included in the packet.

Thank you,
Raymond Barks

V3-07-09 Privacy Anvial Updste. ppt
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DPH Privacy and
Data Security Policies

Annual Review

HIPAA
Sharing PHI
Data Security
Compliance
Summary
Resources
Post Test

City and County of San Francisco
Department of Public Health and

DPH Safety Net Providers
Updated March 7, 2009

| 3 Requirements of HIPAA

Health Insurance
Portability and Accountability Act
(HIPAA)

1596 Kennedy/ Kassebaum Act)

@ Privacy Rule

Affects how and which health information may be used or
disclosed for an identified individual,

= Data Security Rule

Affects electronic transmission, storage, processing and
dispiay of PHI, as well as access to and use of the equipment
that does s

Trarsaction and Code Set Standards

Affects how healtheare related billing and eligibility
transactions are corducted. (Not covered in this course.)

Language of the HIPAA Privacy Rule:

:. Th.e Language of the HIPAA PHI, Protected Health Information
. Privacy Rule e

PHI is information
relating to an individual's
health, care received, and/or
payment for services
{(including demographics)
that can be individually-
identified as belenging to a
particular person,

Tt applies to both paper
documents and electronic
data sets that include PHI.

n "PHI" (Protected
Health Information)

" Minimum Necessary”

u "TPOY (Treatment,
Payment, and Health
Care Operations)

. . 15-255.
1Aégr':a_ X Martinez 415-255-3706




Language of the HIPAA Privacy Rule:
"Minimum Necessary”

HIPAA restricts
‘the sharing of PHI
to the minimum
amount of PHI
needed to serve
the purpose of the
disclosure.

Language of the HIPAA Privacy Rule:

N TPO: "Payment”

a “Payment” means
activities related o
DPH being paid for
services rendered,
including eligibility
determinations, billing,
claims manngement,
utilization review, and
debt collection,

' Client/Patient Rights under the
' HIPAA Privacy Rule

5

1 Torequest confidential
communications;

2. Toaccess their medical
records; ]

3. Vo request restrictions on
the use and disclasure of
their PHE:

4. To revoke authorizations; &

5 To request an accounting of
disclogures.

Maria X Martinez 415-255-3706

Larguage of the HIPAA Privacy Rule:

. 7 TPO: “Treatment”

# “Treatment” means providing,
coordinating or managing a potient's
care, including patient education and
training, consultations between
providers and referrals.

- m CAUTION! Unless you have
| administrative approval, you
may only view or share PHL
of clients/patients who are
under your care.

Language of the HIPAA Privacy Rule

. TPO: “Health Care Operations”

u “Health care opergtions”
means activities such as
quaiity assessment, student
training, contracting for
health care services,
medicol review, legal
services, auditing, business
planning end development,
licensing and accreditation,
business management, and
general administrative
activities.

Client/Patient Rights under the
HIPAA Privacy Rule

Every new DPH client must be
provided with the "DPH Notice of
HIPAA Privacy Practices”, This
policy applies to individuals served
by DPH, its contract providers,
affiliates and providers covered
under MOUs.

The Netice describes how health
infermation may be used and
disclosed. It also describes the
patient/client’s rights regarding
the use of that information.




Additional Notice for Mental Health
 Programs...

Mental Health staff must review the
DPH Notice of Privacy Practices

annuclly with their clients,

Mental Health staff are also asked to
discuss with their clients that PHI may
be shared (as allowed and necessary) in
verbal, electronic, and paper formats.

 HIPAA: Accounting of Disclosures

Providers have 60 calendor days to provide an accounting of disclosures
{made in the six years priar 1o the date on which the accounting is
requested, or shorter Time period as requested) upon written request
by patient/client or family/guardian.

‘The DHHS privacy rule regarding accounting of disclosures may be
found at 164,528 section of the following webpage:
http: ovdnoradcfrfwaisid 3 2 el

DISCLOSURES THAT bO NOT* NEED TO BE ACCOUNTED
FOR ON FORM TO BE STVEN T4 PATIENT/CLIENT include:
1. Mardatory reports made to CPS and APS:
2. Disclosures authorized by client:
3. Bisclosures made fo the client;
4. Disclosures made to carry out TPO;
5. Disclosures for nations! security or intelligence purposes.
i)

HIPAA: Accounting of Disclosures

contitued

ALL OTHER DISCLOSURES DO need to be accounted for on the form
provided to patient/clients:

w  LowEnforcement - Disclosures to all low enforcement, unless
otherwise exempted.

= Public Health Authorities - Reports of disease end injury or ta
senduct of public health studies or investigations,

w  Health and Sofety Purposes - Disclosuras to protect health or
safety of o persen, such as Torasoff,

ings - Pursuant to court erder, subpoena, etc.

Sovernment Entity » Disclosures to any government entities, unless
otherwise exempted,

= Wroneful disclosures of PHI, as disafiowzd by Federal and State
laws and City and County of San Francisco policies.

* Please rafer to DHHS longuage for further clarification ar contact
your Privacy Of ficer with questions. '
15

Sharing PHI

PHI Use and Disclosure Policy

u Generally, when you are
uging a client's/patient’s
PHI for TPO, you do not
need to ask them for their
approval {exceptions '4
fellow).

Unless you have prier
administrative approval, §
you may only view & share
PHI of clients/ patients
who are under your care.

m Tregtment shall not be

HI and Authorizations

® Authorization to Release
PHI forms must meet

HIPAA requirements, be
signed, and placed in the

respective patient's/client's
chart/file.

w Individuals have g right to
revoke authorizationis af any
time if they do go inwriting.

denied based on the refusal
of an individual to authorize
the use or disclosure of his
or her PHL.

9 Bria X Martinez 415-255-3706
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Required Elements of an
f‘AuThor'iza’rion to Release PHI" Form

. Authorization forms may not be combined with any
other document (e.g., with congent for treatment
forme) to create o " compound authorizafion.”

HIPAA and State regulations require that each
authorization include certain elements as fellows:

+ Chient's/Patient's name and dafe of birth

+ Name of the disciosing entity/facility

+ Name and address of the facility/individual to receive

+ Description of the information to be disclosed

+ Description of the purpose of the disclesure

+ Expiration date or condition upon which authorizetion s
terminated

+ Signatures and dates (Patient/Client) (if applicable
Parent/Guerdich/Conservator if pt/client is unabie to sign
and witness, if patient/client is unabie fo sign) .

i

' Required Elements of an _
*Authorization to Release PHI" Form

contirucd

Cere elements of form continued:
w Chent/pt achnowledge T UNDERSTAND THAT:"

+ Authorizing the disclosute of this health information is vohmtarily.

+ T may not be denfed treatment, pryiment, enroliment in a haalth plon or
eligibility for benefits if T refuse to sign this mythorization,

« T iy receive a copy of thig authorlzation if I request it

+ My consent for this release of infarmation is affertive for

Ctime frame) or unti condition is met,

+ Timay revske my suthorization af any earlier time by writing & note of
canceliatior: and giving it To . I aleg undorstand
that when I give or revoke iy consent, it is effective from that dete
forward, and pot retrouctively,

+ Health care providers within The San Francisco DFH Safety Net (which
includes DPH civil service treatment programs, DPH freatment
contracters,and BPH freatment af filiates) may further disclose
infarmatioh among themseives to improve the care I receive without iny
prior nutherization.

21
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Maria X Martinez 415-255-3706

Required Elements of an
*Authorization to Release PHI" Form

T contlued

Core elements of form continued:

w SFDPH requires that the client/patient must initial
the types of PHI being released in a "protected
classes” section for release of: -

«+mental health information,

+substance abuse information,

¢ HMIV/AIDS information,

sdevelopmental disabilities,

«sexually transmitted disease information,

Continued...
20

Governing Entities on
| Confidentiality

m The Federal HIPAA Privacy Rule requires
that individually-identifiable health
information be protected from unlawful
access or disclosure.

‘m Some of the disclosures permitied by the
HIPAA Privacy Rule are not permitted
under stricter Caiifornia mental health
confidentiality lows end federdl substance
obuse treatment program confidentiality
rutes. These stricter laws must be applied.

u The SF DPH Privacy Policies encompass the
above, and provide for further gro?ecﬁons.zz

PhiiPrivacy Policy Matrix for
ng Patient Health information Between Treatment Providers

,QFR Satety Net includes indiridualy, prograns and agencles that fumish heatth, sonvcas in the hanal
% of thelr businese, and is comprised of DPH hospitals, DPH diries, DFH ohvil sarvice providers,

%5}45 Tremtronnt Providers, DFH affiisto and contract treatment providers and Human Sorvics Bgoncy

b managernant and cirical providers Bs Bstad In the doclmant located ot

e EhnaYP hraeyidafuitinm for DFH sl and
hitmilfvavisidoh.oreidphicomupitioservicosinud Sve/HPANdefault nug from euteide the DPH,

resahid sty from abitse programe may not be
Sot, hbwiver e gathed of chinicti Improssions providoed
may bo relesnod Yo ancther treatment proviier without pror client authorizatien.

»+ Authorzation to Refeasa Proteotod Health inforation forms mustmeot the retulrements of the
Feders! Privacy Rulo [HIPAAY, bo sighed, and placed kn the rospective potientsictent's chnrtffila.

TTha City CEnle, which screens and tents STES, will relense information without Wlhorizuﬂm; oy i
ecessary to complote fmatment of the patients STD, All other requasts for ‘nformation requlre &
ned client puthorization form before patient information may ba shared.

o foliwing typos of cllent/patent Information sro o be includad and integrated Into tho

o - 4 fienticknnts modica! recordfehtt ond are fo by shared verbally eodior i witting with other Safoty Net
@_m trent praviders when roguasted {prior awhorizations 10 net required): moriation proscdption and

Fondtoring, seunseling session st and stop tmee, the modalitlos and frequencios <of rontment

ilched, results of cinler] toots, and any summary of the follewing #bme: dlagnosis, funclionat statuz,
traatmont plon, symploms, prognosis, and prograss to data,

: 24
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PHTI and the Media

All: No information may be released about
mental health and substaneé abuse clients
{including their presence in the facility or
pro mm‘);whe’rher they are current, past,
or deceased clients. HIV test results may
nat be released,

DPH Workforce: You must consult the DPH
Public Information Officer before speaking
ta the press {554-2507). Due to the
sensitive and legal implications surreunding
patient's rights and their confidentiality,
you mus? glso confer with your Privacy
Officer before speaking o the press about
any client or patient 25

27

Level of Access to Data

m Users are granted information system privileges
on basis of job assignment

m You may only give PHI to someone whe is
authorized to receive it,

» Each mus? sigh a compliance agreement prior to
aceess

REDHERAEAREER

= Privileges may be restricted, chianged, or revoked
if job duties charge

i

, zlﬁ\ﬂr'ia X Martinez 415-255-3706

"Privacy and the
Conduct of Research” Policy

m Research conducted
using PHI of DPH
patients:
+ must have DPH
administrative approval
+ must be approved by a
duly-constituted IRB
+ must have the patient's
authorization to use his
or her PHI, oran
IRB/BPH Waiver

FEEECELELTS

Data Security Policies

. Guiding Principle: Each of us is responsible for
protecting data/information and workstations/PDAs
that are entrusted to us for use in our jobs

+ From LOSS (theft, erasure, copying)
+ From DAMAGE (inaccuracy, error, deception)

« From MISUSE (unauthorized access, non-
mission activities)

28

User ID / Password Rules

& No ore is allowed to log onto a client/patient
information system ancnymously;

" ® When systems atfow it, each user whe is assigned a
User ID and a Password should change them
periodically;

.. @ Always create and use "complex” passwords
i containing letters, numbers, symbols;

m Do NOT tell anyone else your User ID or
Password, not even your supervisor or 1S staff:

m Do NOT write them down,

P

VN




System Access Considerations

w Each attemp? Yo log-on or read
files is monitored and recorded:

# Do NOT search, open, or view
potient PHI unless your are
authorized Yo do so (Is that
client/patient verifiably under
your care?);

= Do NOT remove PHI via porfable
medic or devices (or in documents}
withou? administrative approval.

w If so approved, ALWAYS keep
PHT in your possession while you
are offsite (e.g., do not leave
laptop or charts in trunk of car). ™

H

PHT & confidential
infarmation must
be stored such
that it canhot be
accessed by
unauthorized
personnel.

Y R EEEEEL )
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PHI may be sent as regulor text
enly within e-mails sen? between
rotected Network users endin

in /DPH/SFGOV or dph.ol
or%ﬁ%sfl’ﬁﬁecm@ryﬁ.&ﬂ“ e
E-mails sent putside the
Protected Network must have all

PHL encrypted or be password-
profec?aré’.P P

Unprotected PHI should not be
sent to, or trarsmitted from,
personal email eccounts (aol,
yahoo, earthlink, etc).

A confidentiality statement should
be apperded fo emails, faxes, or
paper documents that include PHI
ar bersonal/ confidential
information,

Prior to transmission, E-mail
addresses, fax numbers, phone
numbers, URLs, efc. ore Yo be
confirmed as correct and valid, 55

Maria X Martinez 415-255-3706

Vorkstations/PDAs

evices must be sef fo “time-out” and be password-protected,
cluding smart shones if they have access Yo emails with PHE
tainéd in them,

“Bo NOT leave workstations or portable devices unattended:
w DO log out / disable your device befare you leave aren;

w Do NOT place your mohkitor o it can be reod by uncuthorized
persons; .

Store portehle devices in secure locations and when off-site,
Iways keep them in your possession;

re PHL in encrypted form or password-protected when
chcryption is hot available;

present at the fax end printer when documents priat-out;

. mediqmzly report theft or loss of PAS fo management and, as
a Ero;:rsp?e.,sﬁe. security staff and/or ocal law enforcement
horities. If PHE is on PDA, rotify Privacy Officer as well,

Iu
%

PHI Disposal / Destruction

w Disposal of equipmeny
must be in accordance
with HIPAA security
policies.

r Documents and discs
may be put in .
confidential shredding
bins.

m Data storage devices
that may contain PHI
must be rendered
unreadable before
being re.ca/cFed or
discarded.

kL
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Privacy Policy Ccmpiidnce
Standards

Tram #1: DPH Privacy Policy is integrated in the progromy's governing
palicies and procedures regerding patient privacy ond confidentiality,

Ttem#2: All staff who handle patient health information are eriented [naw
hires} and #rained in the program’s privacy/confidantiality pslicies and
procedures.

Ttem##3: A Privacy Notice thot meets the requirements of the Federal
Privacy Rula (HIPAA} is written and provided to oil patients/clients served
in theib threshold and other | If ig net aweiloble in the
patient's/ehent's relevant | varbal lation is provided.

Item#4: A Summary of the above Privacy Notice is posted and visiblz in
registration and common areas of treatment facility.

Them #5: Each disclosure of 4 patiant’s/client’s health information for
purpazes athar than freatment, payment, or aperations is documented,
Ttets 6 Auwtharization for disclosure of o patient’s/clien?’s health
information is ebtained prier to refease (I} to providers outside the DRH
Safety Net or {2) from s substance abuse pregrom.

3

%\%’ria X Martinez 415-255-3706

CETECETTEED

DPH Privacy Policy Compliance

Effective July 1, 2004, ali DPH Safety Net
nroviders {contract and civil service) became subject to
audits te determine their compiiance with the DPH Privacy
Policy using the six complience standards as outlined on the
next slide.

Beginning in FY0B06, findings of compliance or not-
complianee and corrective actions (if ahy) were integrated
into the provider's monitoring report under the
“Compliance” category.

38

lon-Adherence..

» Workforce members who violate the DPH Privacy

Policies may be faced with disciplinary action up
to, and including, termination;

@ Findings of non-compliance with DPH Privacy

policies will result in corrective action plans and
may jeopardize contracts and MOUs with the DPH;

» For all, viclation of Federd and State laws

regar‘ding [im‘rienf privacy may subject you to
substantial monetary penalties and/or meke you
the subject of a civil or criminal action pursuant o
HIPAA, the Califorhia Medical Information Act,
the Welfare and Institutions Code, and other
federal and state privacy laws,

A0

EEETEERTEE]

State and Federal Laws that apply to patient
confidentiality:

m HIPAA (45 CFR Parts 160 and 164)

m Civil Code 56.10 (Confidentiality of Medical
Information Act}

m W& Code 5328 (LPS Act)
® H&S Code 120775, 120980 (HIV)

m 42 CFR Part 2 (Drug and Aleohol Programs)

42
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Complaints and Breaches

w All violations and breaches,
inctuding lost or stolen
PHE, must be reported to
your Pr-ivucy Officer

immediately (see next to
ast slide).
@ Complaints regarding

privacy may be referred to
your DPH Privacy Officer.

] Ind:wduuls may afso
anonymously call the DPH
Prlvocy Hotline ot 415~
206-2354

u Or call the Secretary of
the US Depertment of
Heatth and Human Services
" at 415-437-8310 -

i MNaeme, Representing Phore

| Chair, Deborah Sherwood, Community Programs (Reseorch :
l ki o ¢ Sk 3435

Chery! Austin, Laguna Honda Hospital 759-2349
Frank Kuziel, SF6H Campus, 206-6210
Den Kelly, Humar Services Agency. 557-B871

Pat Skala, Information Systems Deparfment, 206-8945
boug Eckmen / Sue Carfisle, SFGH/UCSF Dean's Office

206-3165
Joe Golderson, Joil Medical Services 595-1701
Kathy Murphy, City Attorney's Office 206-2380
Maria X Martinez 255-3706

Community Pragrams, EMS, and afl DPH afflha're/’commdor
progroms not covered above.

Certificaty of Comaletion - DPH Privacy.and Duts Seeerity Folides-Anpual Asview powont
Aftes completing the courza, print Hhis poge, anwer the questions belaw, od sabinif 4 1o your Inmedinie. soperiser,
Mame {please peint):

Section/Oivizlont Phona:
Signatooe: Date: NYear:,
Supervlsor’s Norse:

flonse cirale the oaivt enpwer (eference slids 320!
L Trveoe Faler (32 Bvary new clicnt/patient st o provided with (and be given the opportinlty so gign that they
vicceived) the decument ~Summary D Ntk of HEPAR Privacy Proctices”

2T or Faktet  {25) The DFH Safcty Net bnchides elinigians and Deatment providers employed by the Dﬁinzmlus with
pregrans and ogencies it are covered ukder contracts, n&l‘lmhw o MOUs by the

$ Trua or Falze: {24} Clicnt/Patient cuthorirativas are pet ecaszary for mental huatth ond pnr\u-(mmpmvders =
thare PHE for troatment plrpases, if beth providers are in the DPH Safety Net,

4 Trye or Fatse:  {24) Chent/Patiend aathorizationd are pheiys seeessory for wbmoe chue progroms to chare P+ with
anyore oatelde thelr pregram, except as ellowed on rrgoked by o,

B Trs o Falee: (as)imnml Flealths stoff sirs peviow phivacy Hightn camuatly with toeir cﬁnﬂ“ and el that PIEE way

harc {as allowed and pocessary) m verbel, electranic, and paper formatz

& Trisc or Faloe: (Zému information about mental hoalth or mhm dhuze elients, kw.k-dlng thein prosence i Hhe
faciity or program, may be released to the

T Trve o False:  (B)T may gk viewdshors PHT of :&mwperswxmm under my cove faniags atftenize authorized oy
adrilstration).

§ True on Falezt  (35) Darta ctorsge devices that may contaln PHE muet be rendered unmeadabie befors being recycled or
dlszorded,

9 Teue or Falzat  {37) Bc tune cllents bove no? regteicted communioation betore telephoning or attempting o contoct.

10 True o False: {36 PHL ond personel/omfidenticl nformation muy be sent ar mﬁ/‘w 4ruct only within Bmalls sent
tutween Protected Network asord {emadl addrestes onding in /DPHSESOV or Refdph.ecy) or the UCST
directory, Unproteched PHI should pat be amrfo ar ?mnsr\med from, personal email ceesints faol,

yahor, emhimk i),

Maria X Martinez 415-255-3706

Questions?

Plzase take Time to read and review the poficy documents located
at your worksite or ot the following websites:

DPH staff {intranet):
tip://dphnet/ (go to DPH Privacy & Data Secumy Policies)

Ou?side the DPH {public site):

www. sfdph.cra/dph/comupg/oservices/medS
s/ IPAA/de: vs/HIPAA/defaulf asp

Review DHHS Privacy Rule Language:
hitp://www. hhs . gov/ocr/privacy/indesx himt

Or cottact your Privacy Officer (see next slide).
44

Post Test

46
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